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Introduction

The New Brunswick Nurses Union, a labor organization, represents over 6000 registered nurses in the province of New Brunswick.  Our mandate is:

· To influence legislation to safeguard its members and the public at large;

· To promote high professional standards of practice and appropriate working conditions with a view to achieving the best attainable patient care;

· To advance the social, economic and general welfare or our members and potential members.

The nurses we represent practice in acute care facilities, long term care facilities, correctional facilities and the community.  As an organization, we acknowledge the direction the government is taking on this important matter and we thank the Personal Health Information Task Force for this opportunity to participate in this consultation process and provide our views from the perspective of public health policy.

Personal Health Information and Electronic documents

NBNU strongly supports the purpose of the Personal Information and Electronic documents to provide the people of New Brunswick with the right of privacy and access with respect to their personal information. 

The application of the legislation is much wider than the health sector but it does have direct and important application to commercial health care activity.  This includes pharmacies, pharmaceutical information manufacturers, pharmaceutical information corporations, nursing homes, laboratories, health clinics, health maintenance organizations, health insurers, medical equipment firms, medical transcriptions, research enterprises, health data collection and management firms.

Employers, detectives, police, information brokers, political campaign managers and many others consider medical information valuable for many commercial enterprises as well as. The linkage of medical databases with other databases will create new opportunities for harmful and abusive behavior.  A real life example is the case of the Maryland banker who cross referenced a list of patients with cancer against a list of people who had outstanding loans at his bank and then called in the loans (New England Journal of Medicine, 23 Nov. 1995)

Health information is power.  Health information can be used for public good. However, we may be on the road to handing the power over to the commercial sector to increase its involvement in, and control over the health care system.

Public Trust
Personal Health Infoway and the electronic patient record need to receive public support and trust.  Legislated protection of health research and health information “must distinguish between the use of data to advance the public interest and its use in pursuit of a private or commercial interest” (Final report. Creating a culture of Evidence based Decision Making in Health, p.34) This assumes that New Brunswick Health’s client is the public and not industry.  The technology should not be operationalized until there is adequate legislation to protect patients and the information from commercial activities, conflict of interest and improper disclosure.

Scope of Legislation

Question: To whom do you think new health information privacy legislation should apply?

The NBNU believes that the privacy legislation should apply to the following groups:

· Health professional licensed or registered to provide health care under an act of the legislature or people designated as health professionals by law;

· Health care facilities, including hospitals, personal care homes, laboratories and other facilities designated in the regulation;

· Health services agencies, including organizations that provide health care, such as community or home-based care; and,

· Public bodies, including provincial government departments and agencies; public educational bodies such as public school divisions; public health care bodies such as regional health authorities. 

Question: What types of personal health information do you think new legislation should cover?  Should it apply to both recorded and unrecorded information?

The NBNU believes that the legislation should apply to:

· The individual’s health, or health care history; 

· Medical records in the physician’s office;

· Medicare number or any other identifying number, symbol or particular assigned to an individual;

· Any identifying information about the individual (name, address, date of birth) that is collected in a course of providing health care;

· Information about laboratory tests ordered or conducted on the individual.
Collection, Use and Disclosure of Information

Question: Should personal health information be disclosed in these situations without a person’s consent?  What kind of consent might be needed?

NBNU believes that the legislation must protect privacy by limiting the circumstances in which an organization can collect personal health information, and by limiting the circumstances in which organizations can use and disclose personal health information without consent.

NBNU believes that an organization can collect personal health information if the following conditions apply:

a) The information is collected for a lawful purpose related to what the organization does;

b) The collection is necessary for that function or activity;

c) The organization only collects the personal health information that is reasonably necessary to accomplish the purpose for which it is collected; and

d) The organization collects the information directly from the person it is about, whenever possible, unless another indirect means of collection is authorized under the legislation.

NBNU believes the legislation should have provisions that limit the amount of information an organization may use or disclose.  It must be the least amount of information necessary to accomplish the purpose for which it is used or disclosed.  This requirement should exist even in situations where the use or disclosure is authorized by statute or consent.

NBNU supports that the right to privacy by placing limits on the amount of information organizations can gather and the way information is treated while it is held.

NBNU also believes that the provisions should ensure that individuals remain in control of their own information, where possible, by giving them the ability to choose what information to share and what information to withhold.

Consent

Question: Should implied knowledgeable consent be the “standard” in New Brunswick for providing health care?

Should express consent be required in other situations? What might these be and why?

NBNU believes that:

· Personal health information should only be used or disclosed with consent, except in limited circumstances outlined in the legislation.  Individual consent is central to our ability to control information about ourselves.

· The elements of an appropriate consent should be outlined in the legislation. 

Question: Should the collection, use and disclosure of personal health information sometimes be allowed without a person’s consent? In what circumstances?

NBNU believes that use and disclosure of personal health information can sometimes be allowed without a person’s consent in the following circumstances: 

· To another person providing health care to the individual;
· To lessen or prevent a serious and immediate threat to someone;
· To notify family if someone has been injured;
· To family when a person is a patient in a health facility, as long as the disclosure is only about care currently being provided and the facility has reason to believe that patient would not object;
· To a person conducting a health research study, if a designated committee has evaluated the study against specific criteria; 
· Where the court or another law requires the disclosure (ex: requiring the report of certain diseases or the report where a minor may be in need of protection);
· Disclose for quality assurance to evaluate health services;
· Disclose to report suspected criminal activity (with or without consent)
· Where another law requires an organization to report suspected abuse of vulnerable persons, the legislation must allow the report to be made without obtaining consent;
However, caution should be used in the following:

· Disclosure of patient list to clergy and religious visitors: we need to rethink the practice of providing complete patient lists without the consent of the individuals on those lists. These lists reveal personal health information about more individuals than necessary.  Many would not be members of the congregation or faith community in question.  There is also concern that these lists could include more personal health information about the individuals than necessary for 
     the clergy member or religious visitor to have.   

Access

Question: Are these access provisions reasonable for New Brunswick legislation?  Should an individual ever be denied access to his or her own information? Why?  

The right of access is the individuals right to examine, obtain a copy of, or request a correction to his or her own recorded personal health information.  The individual may require access to information about him or herself to make informed decisions about their health and health care.  Access rights should allow individuals to challenge the accuracy of the information recorded about them.

NBNU believes that the provisions included in the provided document “Personal health Information – Access and Privacy”

are reasonable and sets out circumstances where an organization may not allow an individual to examine, or obtain a copy of his or her personal health information.  The reasons set therein are acceptable.  It is recognized that there are circumstances in which granting access could be inappropriate, unsafe or harmful to the individual, the organization, or a third party.

Question: Should individuals be responsible for some or all of the costs of providing their information to them?

· The fees should include costs associated with reproducing copies of the information.  It should be negligible and should not prohibit and individual from procuring copies of the information if he or she is unable to pay.

Information Security and Independent oversight

Question: What obligations for holders of personal health information do you think are needed to ensure protection of this information?  What options for independent oversight would be right for New Brunswick?

· Reasonable, administrative, technical and physical safeguards must be in place to protect the confidentiality, security, accuracy and integrity of personal health information.

· Administrative safeguards are the following:

a) Policies and procedures;

b) Employee pledges designed to ensure that the practices necessary to protect personal health information are followed;

· Physical safeguards are the following:

a) Maintaining personal health information in designated areas, under appropriate safeguards;

b) Limiting physical access to those areas;

c) Taking reasonable steps to protect personal health information from fire, theft, vandalism, deterioration, accidental destruction, loss and other hazards; and

d) Ensuring all removable electronic storage media used to record personal health information is stored securely when not in use.

· Technical safeguards: ensure that all electronic information systems acquired or designed are capable of:

a) Producing an electronic record of all successful and unsuccessful attempts to access, add to, modify, and/or delete the personal health information maintained on the system; and

b) Recording all transmissions of personal health information maintained on the system.

Conclusion

The research indicates that while patients are optimistic about the benefits that electronic health records can provide to the healthcare system, there is hesitance to adopt such a system for fear of the potential privacy violations.

Attaining and maintaining the trust of patients and the other stakeholders is crucial in the success of the transition from paper to electronic records. It is imperative that the privacy of the patients always be a foremost concern.  Whatever entity holds the information, and whatever policies and rules are set in place, obtaining and maintaining the trust of the patient is a challenge that must be addressed.  The average individual does not have the technical knowledge to make informed decisions about how best to protect electronic health records.  Public opinion can still be used to help motivate a solution, and to assess public resistance to adoption of a system, but more important is its role in helping leaders and educators develop strategies to attain individual trust for electronic health records. 

NBNU supports that privacy, along with confidentiality, security and trust are the most important policies that need to be addressed in relation to electronic health records.  Without public support on how these issues will be addressed, electronic health records will not be able to proceed efficiently.  Survey after survey has found that Canadians are concerned about the loss of privacy in an electronic world. Privacy involves the right of the individuals to determine when, how and to what extent they share information about themselves and others.  
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