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CPNB and eHealth Records; confidentiality and other ethical issues
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What is the CPNB?  

The College of Psychologists of New Brunswick (CPNB) is New Brunswick’s licensing body, legally mandated and empowered to monitor the professional practice of psychology in the province, with the ultimate goal of protecting the public by ensuring the best quality of psychological services. 

WHY ARE NEW BRUNSWICK’S ELECTRONIC health information PLANS important to the CPNB?

Ethical considerations:

Psychologists in the province, and throughout Canada, are bound by an ethical code of conduct: the Canadian Code of Ethics for Psychologists.  

Briefly stated, the Code espouses 4 main principles (See Annex A) that are arranged in an order of importance, with Principle #1 (Respect for the Dignity for the Persons) being, in general, of the highest value.  The Code however recognizes that under some circumstances, the particular weight given to a Principle can and should vary.  Accordingly, Principle #2 (Responsible Caring), Principle #3 (Integrity in relationships), and Principle #4 (Responsibility to Society) can sometimes be invoked as the main ethical factor in reaching ethical decisions and actions.

In general, with regards to ethical behaviours, psychologists are directed to “apply conscientiously the ethical principles and values of the Code to new and emerging areas of activity”. (Our emphasis)

A cursory review of the Code quickly identifies several articles that not only prevent psychologists from performing certain acts or adopting certain practices harmful to the public or the profession but the Code also prescribes a number of actions that are characteristic of an ethical psychologist.  Many of the prescriptive articles are found under Principle #4 (Responsibility to Society).  

The same cursory review will allow one to note that every Principle has several articles that are directly pertinent and right to the heart of this debate; patients’/clients’ rights to privacy and control over their medical/psychological information.  

Most significant in our estimate is the fact that confidentiality issues are under the first Principle of our Code of Ethics, while issues of Responsible Care, including creating and maintaining patient’s records, are under Principle II while Integrity in Relationships, and Social Responsibility are respectively under Principles III and IV.  

Several Principles and Articles of our Code of Ethics compel us to speak on this matter in a clear and unequivocal manner.  For instance, Article IV.10 states that psychologists must: “ … uphold the discipline’s responsibility to society by promoting and maintaining the highest standards of the discipline”.   

Emerging activities

The Age of Information has thrusted upon us “ … new and emerging areas of activity” and certainly new fields of collateral activities that have a direct and profound impact on our profession.  

The degree of trust that the public has with regards to confidentiality of medical/psychological information is critical to a Health Care system. The effectiveness, and cost-efficiency of health services will largely depend on the relevancy and accuracy of data entered into the system.

Health information gathered by health care providers, especially in the field of psychology and other mental health professions, largely comes from the individual himself/herself.  Interviews, self-report inventories, behavioural observations, “internal” observations (i.e. monitoring one’s thoughts, feelings, fantasies, etc.) are tools commonly used to gather data on our clients, and subjects.  More objective measures also exist but when it comes to clinical work, much of the data comes indeed from the individual himself/herself, in one form or another.

Individuals consider their personally identifiable health information to be highly private. In most circumstances they have a right to decide who gets to see it, and once they reveal it to that party, they expect it to remain confidential.  Most rank it as being the most sensitive personal information, along with financial information.  

CPNB’s mission and “raison d’être” is to contribute effectively and meaningfully to the psychological well being and general welfare of every member of our society.  

Closely related and intrinsically linked to this mission, is the need for New Brusnwickers to trust psychologists and their responsible handling and storing of personal mental health information.  It is important that New Brunswickers continue to feel that they can divulge personal information about lifestyle, habits, thinking patterns, ways of perceiving, moral dilemmas, etc., without the fear of such information being shared, without their consent and/or without proper justification such as to prevent imminent harm to individuals and other recognized and legal confidentiality limits.  

Consequently, one of CPNB’s cardinal concerns is to ensure that the therapeutic relationship client/psychologist does not become eroded by the public’s fear that their personal psychological/mental health information is revealed to other parties without their consent.  
There is research data suggesting that many individuals, both in Canada and the USA (and presumably elsewhere) that are currently concerned and fear that their personal health care information will be revealed to parties that they haven’t consented to release it to.

For instance, Smit et al. on behalf of the Canadian Medical Association (CMA) undertook a comprehensive literature review to assess public opinion (and the opinions of other healthcare stakeholders) regarding any health information-related issue.  They have published their findings in “Proceedings of the Networking and Electronic Commerce”, Research Conference, Lake Garda, Italy (2005).

According to them, in a 2000 Canadian poll, nurses, pharmacists, and doctors were trusted by over 90% of respondents when compared to other professions such as judges and civil servants.  When asked about personal health information in particular, 75-80% of Canadians polled felt that the information they gave their physician was kept confidential.  Nevertheless, over 17% felt that this information was not kept confidential (emphasis is ours).  

Similarly a Harris Poll conducted in March 2007 with Americans has concluded that, 17% of people hold off relevant medical information from their health provider because of privacy/confidentiality concerns.  (For additional survey results, see Appendix A, Section: Surveys and Statistics).

Nevertheless, nationwide, a majority of Canadians (about 66%) agree that electronic health records should be implemented to “improve the integration of services and monitor the use of many health care resources, even if this means that the records will be accessible by other health care providers”.

CPNB’s perspective

It is the College of Psychologists of New Brunswick’s contention that an electronic system of health information can potentially bring many new and positive capabilities but also foster security risks and damages to public’s trust in our health care system.  

Psychologists in the Province of New Brunswick strongly believe that the protection of electronic Health Information (eHI) is essential to the trust that citizens have in medical and mental health personal information.   

It is likely that every discipline in the health service industry shares this concern to an extent but it is especially critical for all mental health practitioners where the relationship is the cornerstone upon which every therapeutic relationship is built.  

Trust and credibility are two essential ingredients of this relationship and mismanaged personal health information is certain to have a deleterious effect on any therapeutic relationship.  The mental illness/disorder stigma remains strong even in the 21st Century and must not be underestimated.

Trust in health care providers rest upon a number of variables but the amount of control over one’s personal information is the one variable that is consistently endorsed by over 60% of individuals (Roy Morgan Research. Community attitudes to privacy, July 2001).  Other important variables included visible and understandable privacy policies, good past experience, good reputation, and staff showing respect for privacy.

There is little doubt that the implementation of an effective and flawless electronic sharing of health care information has an enormous potential to improve the quality of health care and reduce medical/medication errors.  The aging population and growth exert greater burden on information systems and without a long term and visionary plan to adapt to these new variables, we are bound to repeat the same mistakes, at the cost of patient’s welfare and of society’s loss.

It is our belief that advances in security in networking, on the Internet and the Web, which are needed for financial transactions, are adequate to protect patient information during the transmission process.  It is also our belief that current legislation is already in place to control access with paper records.

Hence, we must concern ourselves with ensuring the appropriateness of the transmission.  To this end, we must define the methods by which a health care institution, using publicly funded networks and/or the Internet and the Web, can accurately identify a provider and a patient at a setting remote from that institution while the patient is obtaining care in the remote setting.  We must be concerned as well that whatever information is accessed, that, except in cases of emergencies or that of involuntary/incompetent individuals, it is controlled by the client/patient’s informed and free consent.  Such informed and free consent must be limited in time, scope and specificity so that only the information necessary is accessed and that consent is free of coercion.

***

RECOMMENDATIONS

It is CPNB’s position that the proposed changes to an electronic health information system are not mere technological advances or improvements, an “upgrade” of sort, but rather a deep systemic change, a paradigm shift, that will have profound implications not only in the way that health practitioners interact with patients but also in how health practitioners interact amongst themselves.   
To effectively serve the interests and protect the rights of individuals, the proposed changes must be able to establish an electronic infrastructure that both protects the confidentiality of personal medical/psychological information & enable information sharing in a functional, secure and interoperational manner.  

Because trust in the system is vital and that such a system implementation should go beyond mere technical upgrades, we are recommending the following general elements:  

General principles

1. Client/patient’s information belongs to the client/patient and access to such information must be rooted in informed and free consent from the client/patient.

2. Good health care is based on good data.

3. Projected changes to our health information system should take place following the implementation of a strategy of communication and education by the Province, for both the public and health practitioners.  The objective of such a strategy would be to help alleviate the concerns that some could have about an effective system of protection for individuals’ health care information.

4. Projected changes to our health information system should take place in the context of a larger initiative aiming at a renewed effort to increase awareness of confidentiality issues, both amongst the public and health professionals.  

5. Projected changes to our health information system should take place in the context of a progressive system implementation that should first be concerned with our publicly funded Health Care system and later include private practitioners and Internet/Web access.  

6. The implementation of such a system should include professionals from each discipline in the user and advisory consultative group.  Preferably, individuals who are not only active practitioners and users of the current system, but individuals, clinicians, who also have at least an “adequate” knowledge of informatics, electronic access and networks ─ not experts in such, but having enough knowledge to be critical and constructive in their trials and observations of such a system.

Specific recommendations

Psychologists are not experts at managing and creating information systems.  They do not have an expert knowledge of such.  They do however possess an educated knowledge of information systems and from this limited point of view, CPNB offers the following specific recommendations.

1. Electronic Health Records (eHR) have a potential for both great improvements and harm to the New Brunswick Health Care system.  Although there are risks, there are also many potential gains by implementing an eHealth Care information system and sharing.  It is vital that such a system would both monitor and protect electronic data (both physical and electronic access would need to be monitored and controlled).  Access logs, for instance, would allow for more exact monitoring of who accessed client information, from where and when, precisely. 

2. Modern/cutting edge Health Information Technology to provide effective measures to ensure and maintain the security of citizens’ health information, which we believe that the government of New Brunswick is, and will continue, to vigorously pursue.  

3. That the government of New Brunswick considers that the implementation of such an Electronic Health Records system shall include Provincial and Institutional/Community Training and Privacy Officers to monitor and report unauthorized access.

4. That the government of New Brunswick considers that without Civil and/or Criminal penalties, any monitoring and identifying of unauthorized eAccess to an eHR will be powerless and meaningless and, ultimately, harmful to the integrity of our Health Care system.

5. That routine access to an individual’s general psychological information, on a need to know basis, remains rooted in and controlled by the patients/clients’ informed and free consent.

6. That only emergency access be granted without patients’/clients’ informed consent and only when such access is considered essential to prevent harm to an individual or the society by virtue of an imminent and reasonable certainty. 

7. That routine access to an individual’s specialized psychological information (e.g. psychometric data, raw data – such as clinical notes -) be accessible only upon explicit informed and signed consent and only to another psychologist or another health practitioner that has “established” competency in such tools and skills acquired through formal training.  For instance, in particular, psychometric data should not be shared with other disciplines, unless there is a demonstrated competency on a specific instrument.

8. That access to information to non-clinicians (relatives, insurance companies, employers, researchers, etc.) should be consented to in a written form and granular i.e. limited in time, scope, content and whenever possible devoid of identifying information. 

9. Technical practices and procedures should include: ID user identification, access control, physical security and disaster recovery, firewalls, protection of remote access points, software discipline (to exercise and enforce) and ongoing system assessments. 

10. Any and all implementation of this system should be a progressive system implementation that will include professionals from each included discipline in the user and advisory consultative group.  
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