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COMMENTS

Submitted to the Working Group

on Access to Personal Health Information

and Privacy Legislation

by Regional Health Authority 4

Edmundston, June 18, 2007 

Introduction

Regional Health Authority 4 thanks the Working Group for providing the opportunity to formulate comments on the important topic of protection of personal health information. First, the major challenge may be defined as achieving a balance between the right of every New Brunswicker to the confidentiality of his or her personal information and the need of healthcare professionals and other workers in the system for prompt access to the information they require in order to provide high-quality care and services in a safe and effective manner.

Comments

1.
The law must apply to all depositories, organizations or individuals holding personal information concerning the health of individuals, particularly if this information enables clear identification of the individuals concerned; this includes both public (e.g., regional health authorities, licensed care homes, family community services) and private (e.g., doctors' or dentists' offices, private physiotherapy clinics, community pharmacies) organizations. It is necessary to specify both the scope of the law and the contexts in which it is not applicable. The law must also set out the responsibilities and authority of depositories with respect to health information.

2. The law must apply to all personal information on individuals (hard-copy or electronic medical files, professional consultations, results of diagnostic tests, genetic information) in defining the who, when and how in relation to access to this information in any form of database used to hold health information. The above notwithstanding, management of processes for recorded information is clearly easier than for unrecorded information; however, the law may support the duty of confidentiality imposed by codes of ethics upon care providers applicable also to unrecorded information.

A new and increasing trend exists with regard to the use of telehealth services for clinical consultation and follow-up among establishments within each health authority, between health authorities and even with entities outside of the province. The law will likely also have to address requirements for sharing of information in this context and identify the depository of the original information.

3.
In general, implied consent, currently used frequently in the sharing of personal information, remains adequate. For example, an individual presenting to have blood drawn should not be surprised if the results are forwarded to the requesting physician. However, more formal consent should be required under certain circumstances, such as the transfer of client files from one professional to another or the transfer of information classified as "delicate" (e.g., the results of a genetic test). 


Under certain circumstances, however, consent should not be required for the use or disclosure of information, such as:

· in emergencies;

· for purposes relating to public health, epidemiology or "mass" follow-up (generally speaking, aggregate and non-identifiable information);

· for purposes of risk management, quality management and patient safety;

· for training and quality improvement;

· for research with no direct impact on clients;

· to other governments (provincial, territorial or federal) in situations where the user or client is receiving paid healthcare services from those governments;

· to third-party insurers in the objective of collecting or providing payment for claims relating to healthcare services;

· to the New Brunswick College of Physicians and Surgeons for follow-up concerning drug prescriptions or complaints;

· to the regional health authority foundations (demographic information only) for purposes of information analysis and fund-raising;

· to promote organ donation;

· to the executor of an estate.

Provision must also be made in the law for the transfer of information between organizations in situations involving cooperation in meeting the needs of specific client groups, such as senior citizens, clients at licensed care homes and victims of violence or abuse to whom other legislation may also apply.


The law should take into account the disclosure of information without consent with a view to:


preventing or limiting fraud in relation to healthcare services, e.g.,

· to the police in cases where the depository has reason to believe that information may relate to an offence under the Health Services Act and that its disclosure could enable detection or prevention of fraud or limit the abuse of healthcare services;

· to Medicare in cases where there is reason to believe that a client is attempting to commit fraud;

· to the New Brunswick Workplace Health, Safety and Compensation Commission in cases where an application to the WHSCC is not specific to the accident or other grounds for which a claim has been filed.

protecting public health and safety, e.g.:

-
to the police in cases where individuals are threatening to take their own lives or those of others;

-
to community pharmacies in cases involving the possible abuse of narcotics.

4.
Access to one's own personal information with the option to obtain additional explanations is a basic right that should be denied only under highly specific circumstances, such as when the disclosure of personal information poses a hazard to the individual or society. Requests for access should be made in writing, and individuals should also be able to make authorities aware of errors in recorded information and have them corrected, for example, an error in the date of birth. Cases may arise in which users perceive the opinion expressed by a professional in a particular document (e.g., consultation report) to be erroneous; while users may certainly raise concerns with regard to the opinion expressed by the professional and have their concerns documented in their file, it is not necessary to "correct" the document without the official authorisation of the professional involved. Exercise of one's right of access to information held in a medical file should be authorised only after completion of testing, treatment and the recording of all pertinent information in the file.


The law should also specify a period, such as 30 days, for response to requests for access or correction to medical files. However, if a depository deems this period to be unreasonable, frivolous or vexatious, the depository should be able to ask the "Privacy Commissioner," or the Ombudsman in New Brunswick, to review the request. The Privacy Commissioner would then be responsible for issuing a final decision with regard to rejecting or approving the request. The law should also set out guidelines concerning repetitive or systemic requests.

5.
Access to personal health information has costs, such as for photocopies, archives staff, etc. These costs can become considerable depending on the size of the organization involved. Fair and equitable participation on the part of users appears reasonable as long as these costs are clearly defined and disseminated prior to the filing of requests. In this regard, under certain circumstances, the staff responsible for disclosure of information should have authority to minimise or eliminate costs by obtaining appropriate identification.

6.
Another important consideration, both financial and other, is the issue of the translation of personal health information. It is easy to imagine a situation in which an anglophone user from Grand Falls might be referred to a francophone professional in Edmundston (physician, physiotherapist, dietitian, etc.). If the professional is bilingual, then the consultation service may be provided in English, thereby meeting the requirements of the Official Languages Act. A professional who is francophone, however, would draw up the consultation report in French to ensure that the text properly reflects all nuances of that professional's line of clinical reasoning.

In the following days, the user or the user's anglophone family doctor might request a copy of the report, and the French report would not be useful insofar as neither the user nor the family doctor might read French. Who, then, is responsible for translating the document and paying for the translation: the patient, the family doctor, the professional consulted or the organization employing the professional? Who is responsible for approving the translation? What is the clinical and legal validity of the translated document? What is the responsibility of the professional consulted in the event that the translation does not entirely reflect his or her clinical line of thought? All of these points must be resolved categorically in the new legislation.

7.
Situations could also arise in which a user allows a professional access to some parts of that user's personal file but not to others, such as examination results or prior consultations. While the user's right is acknowledged in this regard, the user must also realize that limiting access in this manner may prevent a professional from performing his or her work effectively if it results in the withholding of certain pertinent or even necessary information. In our opinion, in this context, it should be indicated that the information provided to the professional is incomplete; this might enable the professional to make a better-informed clinical decision and even approach the user on the causes for refusing to disclose all information.

8. Although the current law addresses this issue to a degree, it would be wise to further specify the obligations of healthcare organizations and the police in relation to the sharing of information. We are required regularly under law to refrain from disclosing certain information to the police, which can be frustrating for all parties involved. It is important for the law to take into account disclosure in response to a court order, subpoena or warrant or under limited circumstances involving imminent danger to a certain individual or group.

9. The law must then be clear concerning the collection, use and disclosure of health information as well as any limitations in this regard.

10. It is important to set out responsibilities in relation to the establishment of policies and procedures concerning health information and the duty to carry out privacy impact assessments as required.

11. The levels of access to information should be defined clearly with regard to the "need to know" basis and to who is responsible for providing and controlling this access to both hard-copy and electronic files.

12. In addition, it is important for the law to support the integration of systems and case files (both hard-copy and electronic) as well as databases containing personal health information in order to facilitate the collection, use and disclosure of, and access to, information.

13. We find also that the law should define clearly our responsibility in relation to the administration of the law, including our roles with regard to the handling of medical files, the management of information and the use of information technology.

14. Finally, whatever amendments are made in the new law, mechanisms will be required for publicity, information and training to ensure proper application of the law by the care providers governed by it.

Conclusion

RHA4 supports a law that specifies clearly the rights of users in relation to the protection of and access to personal health information. However, this law must take into account the professional duties and obligations of doctors and other healthcare workers, which require access to information necessary for the provision of care and services. 
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